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INFORMATION SECURITY — INCIDENT RESPONSE PROCEDURES

PURPOSE

To implement the security control requirements for the Incident Response (IR) control family,
as identified in National Institute of Standards and Technology (NIST) Special Publication
(SP) 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and
Organizations.

SCOPE AND APPLICABILITY

The procedures cover all EPA information and information systems to include information
and information systems used, managed, or operated by a contractor, another agency, or
another organization on behalf of the agency.

The procedures apply to all EPA employees, contractors, and all other users of EPA
information and information systems that support the operations and assets of the EPA.

AUDIENCE

The audience is all EPA employees, contractors, and all other users of EPA information and
information systems that support the operations and assets of the EPA.

BACKGROUND

Based on federal requirements and mandates, the EPA is responsible for ensuring all offices
within the Agency meet the minimum security requirements defined in the Federal
Information Processing Standards (FIPS) Publication 200, Minimum Security Requirements
for Federal Information and Information Systems. All EPA information systems shall meet
security requirements through the use of the security controls defined in the NIST SP 800-53,
Revision 4, Security and Privacy Controls for Federal Information Systems and
Organizations. This document addresses the procedures and standards set forth by the EPA,
and complies with the family of Incident Response controls.

AUTHORITY

e E-Government Act of 2002, Public Law 107-347, Title lll, Federal Information Security
Management Act (FISMA) as amended

e Federal Information Security Modernization Act of 2014, Public Law 113-283, chapter 35
of title 44, United States Code (U.S.C.)
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Freedom of Information Act (FOIA), 5 U.S.C. § 552, as amended by Public Law 104-231,
110 Stat. 3048, Electronic Freedom of Information Act Amendments of 1996

Clinger-Cohen Act of 1996, Public Law 104-106
Paperwork Reduction Act of 1995 (44 USC 3501-3519)
Privacy Act of 1974 (5 USC § 552a) as amended

USA PATRIOT Act of 2001, Public Law 107-56

Code of Federal Regulations, Part 5 Administrative Personnel, Subpart C—Employees
Responsible for the Management or Use of Federal Computer Systems, Section 930.301
through 930.305 (5 C.F.R 930.301-305)

Office of Management and Budget (OMB) Memorandum M-02-01, “Guidance for
Preparing and Submitting Security Plans of Action and Milestones,” October 2001

OMB Memorandum M-06-19, “Reporting Incidents Involving Personally Identifiable
Information and Incorporating the Cost for Security in Agency Information Technology
Investments,” July 2006

OMB Memorandum M-07-16, “Safeguarding Against and Responding to the Breach of
Personally Identifiable Information,” May 2007

OMB Memorandum M-10-28, “Clarifying Cybersecurity Responsibilities and Activities of
the Executive Office of the President and the Department of Homeland Security (DHS),”
July 2010

OMB Circular A-130, “Management of Federal Information Resources,” Appendix lll,
“Security of Federal Automated Information Resources,” November 2000

Homeland Security Presidential Directive (HSPD)-7, “Critical Infrastructure ldentification,
Prioritization, and Protection,” December 17, 2003

HSPD-23, “Cyber Security and Monitoring,” January 8, 2008

Federal Information Processing Standards (FIPS) 199, “Standards for Security
Categorization of Federal Information and Information Systems,” February 2004

Federal Information Processing Standards (FIPS) 200, “Minimum Security Requirements
for Federal Information and Information Systems,” March 2006

EPA Information Security Program Plan

EPA Information Security Policy

EPA Roles and Responsibilities Procedures

EPA Information Security Continuous Monitoring Strategic Plan
CIO Policy Framework and Numbering System
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6. PROCEDURES

1)

The "IR" designator identified in each procedure represents the NIST-specified identifier for
the Incident Response control family, as identified in NIST SP 800-53, Revision 4, Security
and Privacy Controls for Federal Information Systems and Organizations.

Abbreviations including acronyms are summarized in Appendix A.

IR-2 — Incident Response Training

For All Information Systems:

System Owners (SO), in coordination with Information Owners (10), Information Security
Officers (ISO), and Information System Security Officers (ISSO), for EPA-operated
systems, shall; and Service Managers (SM), in coordination with I0s, for systems
operated on behalf of the EPA, shall ensure service providers:

a)

b)
C)

d)

Provide Incident Response (IR) training to information system users that is consistent
with their assigned role(s) and responsibility(s). For example, system users may only
need to know who to call or how to recognize an incident, while system administrators
may need additional training regarding the handling and remediation of incidents. The
IR training shall be completed within 60 days of appointment to the role or
responsibility.
i) Referto EPA Information Security — Awareness and Training Procedures for role-
based training requirements.

Provide additional or supplemental IR training when information system changes
occur.

Include user incident response training regarding the identification and reporting of
suspicious activities, both from external and internal sources.

Maintain a comprehensive record of all IR related training. The electronic log shall
include names of participants, information system name(s), type of training, and date
of completion. Log entries shall be coordinated with Computer Security Incident
Response Capability (CSIRC) and ISOs.

2) The CSIRC, in coordination with SOs, 10s, ISOs, and ISSOs, for EPA-operated systems,
shall:

a)

Assist with training for ISO, ISSO, and end users regarding IR, and CSIRC goals and
operations.

i) Training may be provided using CSIRC ISO/ISSO Handbook, security newsletters,
intranet web pages, briefings, and instructor-led training sessions.

i) All or a sub-set of the end user IR training shall be included in EPA’s annual
awareness training.

iii) Personnel assigned IR roles shall actively participate in role-based IR training and
IR plan testing.
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iv) IR training should include tabletop exercises or offsite exercises as a
part of IR Plan testing.

v) Assist the SO to ensure provided IR training is sufficient in scope and coverage to
ensure preparedness for a wide range of IR scenarios.

vi) Use the following NIST SPs as guidance regarding IR training: NIST SP 800-16, A
Role-based Model for Federal Information Technology / Cyber Security Training,
Revision 2; 800-50, Building an Information Technology Security Awareness and
Training Program; 800-61, Computer Security Incident Handling Guide, Revision
2; and 800-84, Guide to Test, Training, and Exercise Programs for IT Plans
and Capabilities.

IR-2 (1) — Incident Response Training | Simulated Events

1)

For High Information Systems:

SOs, in coordination with, CSIRC, 10s, ISOs, and ISSOs, for EPA-operated systems,
shall; and SMs, in coordination with 10s and the CSIRC, for systems operated on behalf of
the EPA, shall ensure service providers:

a) Provide for simulated events to be incorporated into incident response training to
facilitate the effective responses by personnel in crisis situations.

i) Tailor simulated events to suit user roles and responsibilities.

IR-2 (2) — Incident Response Training | Automated Training Environments

1)

For High Information Systems:

SOs, in coordination with the CSIRC, I0s, ISOs, and ISSOs, for EPA-operated systems,
shall; and SMs, in coordination with 10s and the CSIRC, for systems operated on behalf of
the EPA, shall ensure service providers:

a) Provide automated training environments for training all systems users regarding a
range of information security threats.

i) Training environments shall consist of automated mechanisms such as an
automatic alert system, which simulate a live threat environment.

i) Automated mechanisms shall be thorough in scope, realistic and tailored to fit
specific user roles and responsibilities.

IR-3 — Incident Response Testing

1)

For Moderate and High Information Systems:

SOs, in coordination with ISOs, IMOs, 10s, ISSOs, Common Control Providers (CCP) and

Security Control Assessors (SCA), for EPA-operated systems, shall; and SMs, in

coordination with the CISRC, I0s, ISOs, IMOs, CCPs, and SCAs, for systems operated on

behalf of the EPA, shall ensure service providers:

a) Test or exercise the IR capability for all information systems annually, and review
checklists quarterly to ensure all personnel are prepared to react to emergencies.
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i) Testing shall include scenario-based exercises to determine the ability of the
Agency to respond to information security incidents.

i) At a minimum, tabletop exercises shall be performed. However, functional
exercises that are more robust are recommended, such as simulations and/or
comprehensive exercises.

b) Document the results of incident response tests/exercises within the Incident
Response (IR) Plan. The plan and test/exercise results shall be reviewed annually.

c) Develop, review, and update agency-level IR Test Plans, and update incident
response plans annually.

d) ldentify and remediate IR Plan weaknesses using the results of incident response
tests/exercises.

e) Address corrective actions in the Plan of Action and Milestones (POA&M) for the
particular information system.

f) Use NIST SP 800-84, Guide to Test, Training, and Exercise Programs for IT Plans
and Capabilities, and NIST SP 800-115, Technical Guide to Information Security
Testing and Assessment, as guidance regarding test, training, and exercise programs
for information technology plans and capabilities.

IR-3 (1) — Incident Response Testing | Automated Testing

Not selected as part of the control baseline.

IR-3 (2) — Incident Response Testing | Coordination with Related Plans

1)

For Moderate and High Information Systems:

SOs, in coordination with CSIRC, CCPs, I1SOs, IMOs, and ISSOs, for EPA-operated
systems, shall; and SMs, in coordination with the CSIRC, 10s, IMOs, ISSOs, CCPs, and
SCAs, for systems operated on behalf of the EPA, shall ensure service providers:

a) Coordinate IR testing throughout their respective organizations; to include
organizational elements responsible for related plans. The following documents may
be required for testing and documentation during testing:

i) Business Continuity Plans,

i) Contingency Plans,

iii) Disaster Recovery Plans,

iv) Continuity of Operations Plans, and
v) Occupant Emergency Plans.
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IR-4 — Incident Handling

For All Information Systems:

1) The CSIRC, in coordination with SOs, I1SOs, ISSOs, and 10s, for EPA-operated systems,
shall; and SMs, in coordination with the CSIRC and I10s, for systems operated on behalf of
the EPA, shall ensure service providers:

a) Provide an organizational incident handling capability for security incidents that
incorporates incident response preparation, detection, analysis, containment,
eradication, and recovery.

Note: Malicious software (Malware) incidents often require special handling
techniques. See Appendix B: Malware Handling for the containment, isolation, and
eradication of Malware and recovery from Malware-related incidents.

Note: Incident-related information can be obtained from a variety of sources including,
but not limited to, audit monitoring, network monitoring, physical access monitoring,
user/administrator reports, and reported supply chain events.

b) Create a process that coordinates incident handling and contingency planning
activities.

¢) Incorporate ‘lessons learned’ information from past and present incident-handling
response procedures, training, and test/exercises, and implement the results
accordingly.

d) Provide for the protection of EPA’s information assets by personnel who can respond
to, mitigate, and resolve actual and potential incidents and events by defining
response requirements for Agency reporting and response to information security
incidents.

e) Provide a Service Level Agreement (SLA) for agency response to advisories that are
received from external Computer Emergency Response Team (CERT) organizations
that may have a potential impact on Agency information systems.

f) Promote awareness of information security risks so the Agency is better prepared to
handle those incidents and is better protected against them.

g) Respond to a reported incident according to defined response requirements.

h) Provide management and logistical support to system administrators for timely
reporting, tracking, resolving, and documenting detected information security
incidents. Coordinate with the Office of Technology Operations and Planning (OTOP)
security staff as needed for logistical support.

i) Develop, publish, and maintain operational procedures required for ISO/ISSO site-
specific handling of information security incidents.

i) Receive and forward all appropriate incident and vulnerability notifications (e.g.,
CERT) to the 10, SO, and ISSO for respective systems affected by the incident or
vulnerability.

k) Maintain a telephone contact list of System Administrators (SA), SM, and ISO to
enable notification and coordination according to defined response requirements.
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)

Establish and maintain notification and escalation procedures for reporting and
responding to information security incidents at the site according to defined response
requirements.

2) SMs, in coordination with the CSIRC and 10s, for systems operated on behalf of the EPA,
shall ensure service providers:

a)

f)

Coordinate IR activities with EPA internal organizational units, and external
organizations, such as:

i) Office of Inspector General (OIG) — Office of Investigations (Ol)
i) Office of Public Affairs (OPA)

iii) Human Resources

iv) Facility Security

v) Congressional Affairs

vi) Office of General Counsel (OGC)

Require that all personnel directly involved with incident handling sign a Non-
Disclosure Agreement (NDA).

Discuss Incident details only on a need-to-know basis with authorized personnel.

Assist in tracking, resolving, and documenting reported information security incidents,
per CSIRC-established SLAs and procedures.

Utilize the following for guidance regarding incident handling:
i) NIST SP 800-36, Guide to Selecting Information Technology Security Products;
i) NIST SP 800-61, Computer Security Incident Handling Guide, Revision 2;

iii) NIST SP 800-83, Guide to Malware Prevention and Incident Handling for Desktops
and Laptops, Revision 1;

iv) NIST SP 800-86, Guide for Integrating Forensic Techniques into Incident
Response;

v) NIST SP 800-92, Guide to Information Security Log Management;

vi) NIST SP 800-94, Guide to Intrusion Detection and Prevention Systems (IDPS);
vii) NIST SP 800-101, Guidelines on Mobile Device Forensics, Revision 1; and
viii) Other appropriate guidance, as necessary.

Activate and implement a security incident handling capability during all stages of the
NIST incident response life cycle (See Figure 1), including:

i) Preparation

ii) Detection and Analysis

iii) Containment, Eradication, and Recovery
iv) Post-Incident Activities
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Figure 1 - Incident Response Life Cycle

For FedRAMP! Low and Moderate Information Systems:
1) SMs, in coordination with SOs, the CSIRC and I10s, for systems operated on behalf of the
EPA, shall ensure service providers:

a) Require that individuals conducting incident handling meet personnel security
requirements commensurate with the criticality/sensitivity of the information being
processed, stored, and transmitted by the information system.

IR-4 (1) Incident Handling | Automated Incident Handling Processes

For Moderate And High Information Systems:

1) The CSIRC, in coordination with SOs, 10s, ISOs, and ISSOs, for EPA-operated systems,
shall; and SMs, in coordination with the CSIRC and I0s, for systems operated on behalf of

the EPA, shall ensure service providers:

a) Employ automated mechanisms (e.g., online incident management systems) to
support the Agency’s incident handling process.

b) Implement a process that facilitates the sharing of various reporting procedures and
dissemination of incident information.

IR-4 (2) Incident Handling | Dynamic Reconfiguration

Not selected as part of the control baseline.

IR-4 (3) Incident Handling | Continuity of Operations

Not selected as part of the control baseline.

! The Federal Risk and Authorization Management Program (FedRAMP) is a government-wide program that provides a
standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services.
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IR-4 (4) Incident Handling | Information Correlation

1)

For High Information Systems

The CSIRC, in coordination with SOs, ISOs, ISSOs, and I0s, for EPA-operated systems,

shall; and SMs, in coordination with the CSIRC and I10s, for systems operated on behalf of

the EPA, shall ensure service providers:

a) Enact automated processes for the purpose of correlating security event and incident
information.

b) Create processes to provide information for the enhancement of organizational and
Agency information security awareness programs and incident response programs.

IR-4 (5) Incident Handling | Automatic Disabling of Information System

Not selected as part of the control baseline.

IR-4 (6) Incident Handling | Insider Threats — Specific Capabilities

Not selected as part of the control baseline.

IR-4 (7) Incident Handling | Insider Threats — Intra-organization Coordination

Not selected as part of the control baseline.

IR-4 (8) Incident Handling | Correlation with External Organizations

Not selected as part of the control baseline.

IR-4 (9) Incident Handling | Dynamic Response Capability

1)

Not selected as part of the control baseline.

IR-4 (10) Incident Handling | Supply Chain Coordination

Not selected as part of the control baseline.

IR-5 — Incident Monitoring

For All Information Systems:
The CSIRC, in coordination with SOs, ISOs, ISSOs, and I0s, for EPA-operated systems,
shall; and SMs, in coordination with the CSIRC and I0s, for systems operated on behalf of
the EPA, shall ensure service providers:
a) Track and document Information system security incidents using automated and
manual systems and methods.
Note: Documenting information system security incidents includes maintaining

records about each incident, the status of the incident, and other pertinent information
necessary for forensics, evaluating incident details, trends, and handling.
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2)

b)

Incident information can be obtained from a variety of sources, including incident
reports, incident response teams, audit monitoring, network monitoring, physical
access monitoring, and user/administrator reports.

Log all incidents electronically that involve EPA systems and data.

)

i)
ii)

The logs shall be maintained at the designated official repository and at the site of
the incident where on-site response teams report and take actions related to
incidents.

Logs shall be maintained in accordance with EPA Records Schedule 1012.

Logs pertaining to a law enforcement action may subject them to retention
requirements that are in accordance with EPA Records Schedule 698.

The CSIRC, in coordination with SOs, 10s, ISOs, and ISSOs, for EPA-operated systems,
shall:

Use EPA’'s Remedy system (or equivalent) as the Agency repository for tracking
incidents reported through the EPA Call Center (EPA CC).

a)

b)

)

The security incident component shall be separate from other tracking data to
ensure only authorized personnel have access to the security incident information.

Use the workflow capabilities of EPA’'s Remedy system (or equivalent) to request
incident response assistance from the ISO and ISSO.

i)
i)

The OIG-0I shall have access to the Agency'’s incident tracking database(s) for
actual and potential criminal investigative actions.

NIST SP 800-61, Computer Security Incident Handling Guide, Revision 2 shall be
utilized as guidance on monitoring incidents.

IR-5 (1) Incident Monitoring | Automated Tracking / Data Collection

For High Information Systems:

1) The CSIRC, in coordination with SOs and 10s, for EPA-operated systems, shall; and SMs,
in coordination with the CSIRC and 10s, for systems operated on behalf of the EPA, shall
ensure service providers:

a) Employ automated mechanisms to assist in the tracking of security incidents.

i)

Automated mechanisms may also assist in the collection and analysis of
information regarding security incidents.

Note: Automated mechanisms for tracking security incidents and
collecting/analyzing incident information include the Einstein network-monitoring
device and monitoring online CIRCs, or other electronic databases of incidents.
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IR-6 — Incident Reporting

1)

For All Information Systems:

Note: The intent of this control is to address specific incident reporting requirements within
an organization, and the formal incident reporting requirements for federal agencies and
their subordinate organizations.

SOs, in coordination with 10s, for EPA-operated systems, shall; and SMs, in coordination

with the CSIRC and |10s, for systems operated on behalf of the EPA, shall ensure service
providers:

a)

b)

C)

d)

f)

Report security incident information to the CSIRC and designated IR personnel at their
respective sites.

Ensure the type of security incident reported, the content and timeliness of the reports,
and the list of designated reporting authorities is consistent with applicable federal
laws, Executive Orders, directives, policies, regulations, standards, and guidance.

Report incidents within the timeframe indicated by the incident category, (CAT 0 —
CAT 4). See Appendix C: US-CERT and EPA Incident Categories and Reporting
Timeframes for incident categories and mandatory reporting timeframes.

Submit incident reports per the requirements in Appendix B even if the report is
incomplete.

Ensure Agency managers and supervisors follow reporting guidelines when reporting
incident information to designated incident response representatives.

Report all known or suspected information security incidents or vulnerabilities
immediately using the following reporting guidelines:

i) The preferred order of notification is:

(1) Personnel shall notify the ISO immediately. If the ISO is not immediately
available, personnel shall immediately contact the EPA CC directly.

(2) The ISO shall notify the EPA CC, who in turn shall contact CSIRC.
i) During normal duty hours, EPA CC shall:
(1) Open a Problem Management Record (PMR) for each reported incident.
(2) Route the PMR to the CSIRC Coordinator.
(3) Forward all security-related calls to CSIRC.
iii) Outside of normal duty hours, EPA CC shall:

(1) Maintain a Voice Response Unit (VRU) capability for after-hours reporting of
information security incidents.

(2) Automatically relay calls to the 24x7 network operations personnel who shall
contact the on-call CSIRC staff member.

Note: Once incident information is reported to CSIRC, the CSIRC team shall
conduct an initial inquiry to verify whether an incident actually occurred and
provide immediate mitigation, if possible. The CSIRC shall record incident
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information in a tracking system, validate the incident, determine the
magnitude of the incident, and determine further actions.

2) The CSIRC, in coordination with SOs, 10s, ISOs, and ISSOs, for EPA-operated systems,
shall:

a)

b)

9)

Report incidents to US-CERT, the OIG, Office of Public Affairs, the EPA Physical
Security Officer, and EPA Senior Management (e.g., Deputy Administrator, Chief
Information Officer [CIQ]), as appropriate, for the incident and established reporting
requirements in Appendix B.

Note: Current federal policy requires that all federal agencies report security incidents
to the US-CERT within specified time frames designated in the US-CERT Concept of
Operations for Federal Cyber Security Incident Handling, unless specifically exempted
from such requirements.

Contact the OIG-OIl whenever there is a possibility of information system related

criminal activity.

i) The OIG shall serve as the primary point of contact for coordination with law
enforcement agencies in regards to incident reporting. Any contact with law
enforcement agencies shall be coordinated through the OIG.

ii) All criminal-related information provided to outside agencies other than law
enforcement shall be reviewed by EPA’'s OGC.

Inform other system personnel about incidents that may affect them, in accordance
with response actions and escalation protocols established for incidents.

Create and disseminate information security incident reports.
i) This activity may require interfacing with the ISO, ISSO and US-CERT.

Coordinate, when necessary, with the Federal Bureau of Investigation (FBI), US Cert,
and EPA’s Office of Homeland Security.

Refrain from releasing security-related incident information to any external entity, other
than reporting to US-CERT, unless approved by the Senior Agency Information
Security Officer (SAISO).

i) Incident reports to external entities shall be also approved by the SAISO prior to
the release.
i) All information provided to outside agencies shall be reviewed by EPA’'s OGC.

iif) All requests for information related to CSIRC activities shall be forwarded to EPA’s
OPA, as approval by the SAISO. Information shall not be disseminated directly to
the media without approval from the SAISO.

iv) CSIRC personnel shall not discuss any portion of an incident with anyone outside
CSIRC reporting channels without the express approval of the SAISO. All
information derived from working with CSIRC shall be considered sensitive and the
property of the Agency.

Submit periodic summary incident reports to individuals designated by the SAISO.
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h) Provide other periodic information security reports to US-CERT as appropriate for the

)

incident and established reporting requirements in Appendix B.

Provide consolidated monthly incident reports to the SAISO. The monthly incident
reports shall include, to the extent possible, the following elements regarding the
detected network activity:

i) Incident date and time, including time zone

ii) Indication of scan, probe, or attempted access

iii) Source IP, port, and protocol

iv) Destination IP, port, and protocol

v) Operating System, including version, patches, etc.

vi) System function (e.g., Domain Name Server [DNS], web server, workstation)

vii) Antivirus software installed, including version, and latest updates

viii) Physical location of the system(s) involved in the incident (e.g., Washington, DC)

ix) Method used to identify the incident (e.g., IDS, audit log analysis, system
administrator)

X) Impact to Agency
xi) Resolution actions

3) 1SOs and ISSOs, in coordination with SOs and 10s, for EPA-operated systems, shall:
a) Forward their monthly collection of incident information to the CSIRC.

4) All Agency personnel shall ensure service providers:

a) Adhere to NIST SP 800-61, Computer Security Incident Handling Guide, Revision 2

regarding incident reporting for EPA-operated systems and all systems operated on
behalf of the EPA.

IR-6 (1) Incident Reporting | Automated Reporting

1)

For Moderate and High Information Systems:

SOs, in coordination with 10s, for EPA-operated systems, shall; and SMs, in coordination
with the CSIRC and 10s, for systems operated on behalf of the EPA, shall ensure service
providers:

a) Employ automated mechanisms to assist in reporting security incidents.

IR-6 (2) Incident Reporting | Vulnerabilities Related to Incidents

Not selected as part of the control baseline.

IR-6 (3) Incident Reporting | Coordination with Supply Chain

Not selected as part of the control baseline.
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IR-7 — Incident Response Assistance

1)

For All Information Systems:

SOs, in coordination with 10s, for EPA-operated systems, shall; and SMs, in coordination
with the CSIRC and 10s for systems operated on behalf of the EPA, shall ensure service
providers:

a)

Provide access to appropriate organizational IR resources for the handling and
reporting of information security incidents.

Note: These resources may include access to forensic services, web-based support,
and EPA incident response capability. CSIRC serves as the EPA’s incident response
support resource and offers assistance and advice to users regarding potential
incidents and the incident handing and reporting procedures.

IR-7 (1) Incident Response Assistance | Automation Support for Availability of

Information / Support

For Moderate and High Information Systems:

1) SOs, in coordination with 10s, for EPA-operated systems, shall; and SMs, in coordination
with the CSIRC and 10s, for systems operated on behalf of the EPA, shall ensure service
providers:

a)

Employ automated mechanisms to increase availability of incident response
information and support.

Note: Examples of automated mechanisms include automated answering and/or
ticketing system for help desk, Really Simple Syndication (RSS) and Atom feeds,
subscriptions, distribution lists, agency supported social networks, etc. Automated
mechanisms can provide a push and/or pull capability for users to obtain incident
response assistance. For example, individuals might have access to a website to
guery the assistance capability, or conversely the assistance capability may have the
ability to proactively send information to users (general distribution or targeted) as part
of increased response capabilities and support.

IR-7 (2) Incident Response Assistance | Coordination with Externa